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We suggest to build a substantial digital platform to raise security and map out
risks of CEIP for energy stakeholders throughout the OSCE area

Project Snapshot

OSCE Digital CEIP Training Platform

Project Aim

Main Products

Project Team

To strengthen resilience of critical
energy networks in the OSCE
region

Beneficiaries

Governments, electricity
transmission operators, critical
infrastructure providers, society
as a whole

Training Modules

Network of Experts
Infrastructure Risk Map
Regional expert workshops

Best Practices Guide

« D. Kroos (Project Manager)
« Project Partners

« Expert Consultants

Key Sectors

Mandate

Runtime

2019-2020

Connectivity
Electricity
Renewable energy

Critical Infrastructures

Key OSCE MC Decisions:
* MC.DEC/6/13 “Kiev”

* MC.DEC/4/16 “Hamburg”

Source: OSCE




The project will deliver high quality training on critical energy infrastructure
protection to 100 individuals throughout the OSCE area by 2020

Project Phases

Building Virtual Competency & Dissemination Knowledge,
Training Platform Tools & Best Practices

‘ PHASE | ‘ ‘ PHASE 2 |
Work Work
Package 1 Package 3
Develope training modules, best Acquire users and roll-out trainings mw
practices and knowledge cloud , risk %
mapping of CEIP energy networks

pping throughout the OSCE

Work Work region
Package 2 Package 4
Define & select IT platform / virtual Review, evaluate and adjust course
infrastructure content

T—— ——— T

Fully functional digital knowledge platform Wide range of stakeholders trained
with modules ready for roll-out throughout the OSCE region
CEIP Risk Mapping CEIP risks better understood and
assessed

The project will include training modules from six main topical areas, with a
core focus on energy, critical infrastructures and risk management

Module overview

« cross border energy trade « Cl fundamentals « risk analysis
« environmental assessment * man-made risks « cyber analysis
LI « natural hazards « critical thinking
« cyber risks LI

Communication Training Methods Gender
« risk & crisis communication  simulation exercises
 Cross country comms » workshop formats
* public information tech » Al/VR applications

Bl o
- Electives




Project implementation will be organised among 4 work packages with a core
team in place

Work breakdown structure

Project POCEN

Core

Team Technology User Akquisition
—> Modules —> Platform >  Mapping —> Methods
Support —> Risk Mapping ——> Backend ——> Database ——> First 100
L—> Guidelines —>  Analytics L—> Face to Face L—> Evaluation
Source: OSCE 7
Timeline
today
Activities 2019 MAY JUNE JuLY AUG SEPT | OCT Nov DEC
Project Kick Off
Work Package 1 29
« Definition of target groups Cm—)
« Risk mapping of CEIP ——
« Development of training O
modules
Work Package 2
« Selection of IT platform ——C
+ Build up of content ¢
« Testing & Verification —)
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Timeline

Activities 2020 JAN | FEB | MAR | APR MAY | JUN | JUL | AUG | SEP { OCT ! NOV ; DEC

Work Package 3 Prdject fick Off
Build up database
Acquire users L ____________________________ |

Roll-out trainings e o

Work Package 4
Course evaluation —
fo——

Adjust content

Data analysis
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Contact Information:

Daniel Kroos

Senior Programme Officer

Energy Security

Office of the Co-ordinator of OSCE Economic and
Environmental Activities

Wallnerstr. 6
1010 Vienna, Austria

daniel.kroos@osce.org




